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Session Agenda 
· Terminology & Context of Security Implementation 

· Securing Business Functions 
· Governance and Values (ITGov) 
· Business Function Characteristics Ą Vertical (B2S) and Horizontal (B2B) 

Relationship  

· Categories and Types 
· Risk ɀ Enterprise Risk Management (ERM) 
· Information, Information Systems, & Users 

· Risk Identification & Reconciliation  
· Business Impact Analysis (BIA) 
· Risk Assessment (RA) 

· Controls Framework  
· Types of Controls, Skill Sets, and Resources 
· Criteria Ą Maturity of Controls to Support Outcomes 
· Procedures Ą Operational Tasks to Implement and Support Controls (low-level) 

· Example: Identity and Access Control Management (COBIT, CMMI, & NIST) 
· Assessment Lifecycle & Applying Controls 

· Policy Ą High-level Expectations 
· Standards Ą Minimum Identifiable Outcomes 
· Control Development & Implementation  

· Overview & Summary 
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Key Takeaways 
·Understand how to apply a framework for deploying 

controls to compensate for high impact/probability risks.  
·Gain a starting place for focusing on the most common 

and damaging information security threats and 
associated activities. 
·5ÎÄÅÒÓÔÁÎÄ ÔÈÅ )4 ÁÕÄÉÔȭÓ ÒÏÌÅȟ ÆÕÎÃÔÉÏÎȟ ÁÎÄ ÃÒÉÔÉÃÁÌ 

processes 
·#ÒÉÔÉÃÁÌ ÃÈÁÒÁÃÔÅÒÉÓÔÉÃÓ ÁÎÄ ÏÂÊÅÃÔÉÖÅÓ ÆÏÒ ÃÏÎÔÒÏÌÓ ȣ 
·Deployed should NOT debilitate productivity  
·Mitigate human error or responsibility  
·0ÒÏÁÃÔÉÖÅÌÙ ÓÕÐÐÏÒÔ ȰÂÕÓÉÎÅÓÓ ÅÖÅÎÔÓȱ 
·Provide flexible framework for growth and improvement 
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Terminology & Context of 
Security Implementation 
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Securing Business Events 
·)Ô ÓÔÉÌÌ ÃÏÍÅÓ ÄÏ×Î ÔÏ ȣȟ "ÕÓÉÎÅÓÓ Needs and Outcomes  
·Goals or Objectives ɀ Vision, Mission, & Operations 
·Rules and Requirements 

·Identifying critical business functions 
·Support Infrastructure: Finance and Accounting, Human Resources, 

Facilities, Services, other administrative functions or departments 
·Production Infrastructure : those folks who actually make the widgets! 

·Identify the departments and who are the key personnel, e.g., 
Business owners, Trustees and Stewards? 
·Identify the vertical (B2S - dependent) and horizontal (B2B - 

interdependent) relationships that potentially introduce risk 
(IT Governance) 
·Identify the systems that support business functions 
·Categories and type information and information systems 
·!ÎÓ×ÅÒ ÔÈÅ ÑÕÅÓÔÉÏÎ ȣ Ȱ(Ï× ÁÒÅ ÔÈÅ ÐÅÏÐÌÅ ÁÎÄ ÓÙÓÔÅÍÓ 
ÉÎÔÅÇÒÁÔÅÄ ÉÎÔÏ ÔÈÅ ÂÕÓÉÎÅÓÓ ÐÒÏÃÅÓÓȩȱ 
·!ÎÓ×ÅÒ ÔÈÅ ÑÕÅÓÔÉÏÎ ȣ Ȱ7ÈÁÔ ÉÎÔÅÒÎÁÌ ÃÏÎÔÒÏÌÓ ÅØÉÓÔ ÏÒ ÎÅÅÄ 
ÔÏ ÂÅ ÉÍÐÌÅÍÅÎÔÅÄ ÔÏ ÍÉÔÉÇÁÔÅ ÒÉÓËȩȱ 

8/1/2012  5 Framework for Information &  System Security 



²ƛǘƘƻǳǘ ±ƛǎƛƻƴ Χ  
People Cast-off Restraint and Perish! 

Control Objectives for Information and related Technology (COBIT®) 
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Control Objectives for Information and related Technology (COBIT®) 

Business Functions and Characteristics 
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Governance: Business to Stewardship 
(B2S) versus Business to Business (B2B) 
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Categories and Types 
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Risk Categories and Types? 
Determined how the categories of risk may 
or may not apply: 
·Risk Types 

·3ÔÒÁÔÅÇÉÃȡ  !ÆÆÅÃÔÓ ÔÈÅ ÅÎÔÉÔÉÅÓȭ ÁÂÉÌÉÔÙ ÔÏ 
achieve goals and objectives 

· Compliance:  Affects compliance with laws 
and regulations, safety and environmental 
issues, litigation, conflicts of interest, etc. 

· Reputational:  Affects reputation, public 
perception, political issues, etc. 

· Financial:  Affects loss of assets, 
technology, etc. 

·Operational:  Affects on-going 
management processes and procedures 

·Risk Management Process  
· Agreed upon methodology to assess priorities 

(BIA, RA, ERM) 
· Consistency and agreement in identification of 

risks 
· Focus upon high probability / high impact risk  

· Types and classification ɀ Information , 
Systems, & People 
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Information Categories and Types? 
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·Information produced and 
utilized by various business 
owners / shareholders 

·Types of information 
(classification) per 
organization or agency  
·Unrestricted / Public :  No 

consequence typically 
general information  

·Sensitive :  typically 
ÒÅÆÅÒÅÎÃÅÓȭ ÌÅÇÁÌ ÏÒ 
externally imposed 
constraints that requires 
this restriction  

·Confidential :  highest 
level of restriction, applies 
to the risk or harm that 
may result from disclosure 
or inappropriate use, e.g., 
FERPA, HIPAA, etc. 



Information Systems  

Function  

Information Systems  
 Categories and Types? 
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·What type of information 
is being support by which 
systems? 

·High or low risk? 
·Potential impact & results? 

Tools that manage information 
· Transaction Processing Systems (TPS) 
· Management Information Systems (MIS)  
· Decision Support Systems (DSS) 
· Expert Systems (ES) 



Information & Information System Users 
(Internal & External) Categories and Types? 
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·What type of information, on 
which systems,  are being accessed 
by which users? 
· Internal: Administrative, Managerial, 

Informational  
· External: General Public or Specific Target 

group 

·What level of access and 
authorization of the information is 
being provided to those types of 
users? 

· Is the risk being managed with 
effective controls? 

· People who use or interact with the 
Information include : 
· Share Holders / Owners 
· Management 
· Employees 
· Business Partners 
· Service providers 
· Contractors 
· Customers / Clients 
· 2ÅÇÕÌÁÔÏÒÓ  ÅÔÃȣ 



/ƘŀƭƭŜƴƎŜ ƛǎ ǘƻ Χ  
Managing Risk Throughout! 
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Risk Identification & 
Reconciliation 
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Risk Life Cycle Variables 
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Business Impact Analysis 
·-ÕÓÔ ÕÎÄÅÒÓÔÁÎÄ ȣ 
·Business goals and requirements 
· Internal and external 

relationships 
·What resources are involved 
·Who is in charge and what 

interdependencies exist 
·Vision (Strategic) Ą Mission 

(Tactical) Ą Objectives 
(Operational) Ą factors for 
success 

·+0)ȭÓ Ą What are the Key 
Performance / Process Indicators? 
·What distinctions and outcomes 

exist for each stage 
·What is the scope of probability 
Ⱦ ÉÍÐÁÃÔ ɉ"Å×ÁÒÅ ȰChicken 
,ÉÔÔÌÅȱ effect) 

·What expectations exist for each 
key shareholder 
 

Certified Information Systems Auditor (Study Guide) Cannon, Bergmann, & Pamplin 
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!ǎǎŜǎǎƛƴƎ ŦƻǊ wƛǎƪ Χ 
·Risk assessment evaluates 

components of information, 
information system security and 
compliance as it relates to the 
business function 

·Assess g Mitigate / Monitor  g 
Re-Assess 

·Ongoing risk management 
program must be in place 

·Business  owner or key shareholder 
must own the process 

·Establish a standard for 
considering and negotiating risk 

·Annual (periodic) risk assessment 
deliverable with recommendations 
for corrective action 

·Clearly define and document 
accepted risk ɀ someone needs to 
sign off on the responsibility 
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Risk Mitigation 
· Once risks are identified, they must be 

mitigated via internal controls  
· Internal Controls : a practice approved by 

management to mitigate risk or produce a 
desired outcome in a business process for 
implementing and enforcing information 
security and compliance 
· Preventive - controls to stop the problem 

from occurring  
· Detective - controls to find the problem  
· Corrective - controls to repair the 

problem after detection 
· Administrative  - policies, standards, 

guidelines, and procedures  
· Technical - controls using hardware or 

software for processing and analysis 
· Physical - controls to implement barriers 

or deterrents 

· Document and retain artifacts. 
· Design   g Document    g Implement  
· Test the controls prior to implementation to 

validate expectations 
· Monitor results  
· Re-test controls periodically 
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Re-Assess Risks 
·Risk Assessments are an on-going 

exercise; 
·Track mitigation strategies, did they 

work? 
·7ÈÁÔ Ȱ&ÒÁÍÅ×ÏÒËɉÓɊȱ ÁÒÅ ÂÅÉÎÇ 

applied? 
·)Ó ÔÈÅÒÅ ÁÎ ÉÄÅÎÔÉÆÉÁÂÌÅ Ȱ3ÔÒÕÃÔÕÒÅȱ ÉÎ 

place e.g., risk management 
program? 

·)Ó ÔÈÅ Ȱ-ÅÔÈÏÄÏÌÏÇÙȱ ÒÅÃÏÇÎÉÚÁÂÌÅȟ 
e.g.,  documented and not arbitrary? 

·Are  you using tools to monitor, 
manage, and validate the associated 
processes? 

·Test Ą re-test controls (design and 
effectiveness) 

·Document test results, corrective 
actions, changes in business 
needs/requirements. 

Certified Information Systems Auditor (Study Guide) Cannon, Bergmann, & Pamplin 
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Controls Framework  
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Standards of Application 
·Industry Standards / Frameworks 
·COBiT 4.1 (Control Objectives for Information Technology) 

·NIST  (National Institute of Standards and Technology) 

·ISO 17799/27001 (International Organization for 
Standardization) 

·ITIL (Information Technology Infrastructure Library)  

·Compliance and Regulatory Requirements (FISMA, 
FERPA, HIPAA, PCI, SOX, SCADA, etc.) 

·State & Federal Standards as applicable (contact 
SAO) 

·/ÒÇÁÎÉÚÁÔÉÏÎȭÓ ,ÏÃÁÌ  0ÏÌÉÃÉÅÓ ÁÎÄ 0ÒÏÃÅÄÕÒÅÓ 

NOT PERSONAL OPINION OR PREFERENCES!!!!!  
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Frameworks for IT Security 
·Fit Gap Analysis / Comparison & Contrast 
· 1st Ą Identify where you are at?  
· 2nd Ą Where you want to go? 
· 3rd Ą Next steps? 

·Any framework is better than NO framework! 
·Frameworks map to structure to produce a 

consistent methodology for addressing risk 
·"Å ÁÂÌÅ ÔÏ ÅØÐÌÁÉÎ ȣȦ 
· How it was derived 
· Why your strategy makes sense 
· How it manages risk 

·3ÔÁÒÔ ÓÏÍÅ×ÈÅÒÅ ȣȦ 
·COBIT - High level business objectives and 

outcomes 
· ISO, ITIL & NIST - Standards and procedural 

checklists 
·Criteria ɀ CMMI  
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