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Keywys

Understand how to apply a framework for deploying
controls to compensate for high impact/probability risks.

Gain a starting place for focusing on the most common
and damaging information security threats and
associated activities.
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processes
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. Deployed should NOT debilitate productivity

. Mitigate human error or responsibility
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. Provide flexible framework for growth and improvement
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Securing Business Events
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- Goals or Objectivesz Vision, Mission, & Operations
- Rules and Requirements

|dentifying critical business functions

- Support Infrastructure : Finance and Accounting, Human Resources,
Facilities, Services, other administrative functions or departments

- Production Infrastructure : those folks who actually make the widgets!

|dentify the departments and who are the key personnel, e.g.,
Business owners, Trustees and Stewards?

|dentify the vertical (B2S - dependentz and horizontal (B2B-
Interdependent) relationships that potentially introduce risk
(IT Governance)

ldentify the systems that support business functions

Categories and type iInformation and mformatlon syst ems ,
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Observable & measurable outcomes

Operational Task(s)

Practical working out of what you have determined is

important based upon the predefined priorities, e.g.,
procedures

Operational Objective(s)

Priorities (operational / tactical)

Mission(s) Statement

Vision Statement

Belief systems (conscious, social, or, cultural)
Levels of application and influence: Business, Leadership role
responsibilities, & Personal

Control Objectives for Information and related Technology (COBIT®)
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Business Requiremen

Infrastructure
People

Processes
i,
Applications
Information

YT
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aracteristics

P N

Business

requirements

IT Goals
IT Processes

Outcome | 4, oggéms

Tests

Performance

Indicators Measures

/ COntroI
{ Practices P

Control
Design
Tests

Models

Control Objectives for Information and related Technology (COBIT®)
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(B2S) versus Business to Business (BZ
Steward of Business Process Business Owner Business to Business Exchange (B2B)

Interdependencies of Footprints
Gaps or Encroachment — Conflict, Compensation, or Neglect?
Yellow is compensating or encroaching
Green is doing what is required
Red is failing to fulfill responsibilities

Goal or Objective

-
V4

Requiring Support
(l Entity (line)
\
;
¢4
Measurable Observable 3
Outcomes for a Goal or Objective 3

Required Interdependent Goals or Objectives
Successes, Failures, or Questionable outcomes that result in ...?
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ategories an

Determined how the categories of risk may
or may not apply:

Risk Types

Risk Management Process

8/1/2012
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achieve goals and objectives

Compliance: Affects compliance with laws
and regulations, safety and environmental
Issues, litigation, conflicts of interest, etc.

Reputational: Affects reputation, public
perception, political issues, etc.

Financial: Affects loss of assets,
technology, etc.

Operational: Affects on-going
management processes and procedures

Agreed upon methodology to assess priorities
(BIA, RA, ERM)

Consistency and agreement in identification of
risks

Focus upon high probability / high impact risk

Types and classificationz Information ,
Systems & People

sty jo Aljiqeqouad
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People

Resources
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Data Networks
High High
; Probability | Probabili
ng L [low | [Mediu
impact Impact
dedium Medium
Yigy
; Probability | Probability
Probabilit
Medium ,r A [Medium | /High
[Low Impact
Impact Impact
Low Low Low
Probability | Probability | Probability
Low TER RS S
[Low | /Medium | /High
Impact Impact impact
Llow |Medium| High
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Information produced and

utilized by various business

owners / shareholders

Types of information
(Classification) per
orgamzatlon or agency

Unrestricted / Public
consequence typically
general information

Se'{\\smxe R/plcall

externally imposed
constraints that requires
this restrlctlon

Confidential : highest

- NoO

—

level of restrlctlon applies

to the risk or harm that

may result from disclosure

or inappropriate use, e.g.,
FERPA, HIPAA, etc.

rmation Categories

ypes?

Confidentiality
Requirement

Explanation

Low

Non-sensitive information available for public disclosre. The impact
of unauthorized disclosure of such information shall not harm
Organisation anyway. £.q. Press releases, Company’s News ltters
¢ Information published on company's website

Medium

ACAI

Information belonging to the company and not for disclosre to
fublicgyexternal parties. The unauthorized disclosure of information
here can cause a [mited harm to the organization.

e.q. Organization Charts, Internal Telephone Directory.

High

Information which is very sensitive or private, of highest value to the
organization and intended to use by named idividuals only. The
unauthorized disclosure of such information can cause severe harm
(e.. Legal or financial liabilty, adverse competitive impac t loss of
brand name). Eg. Clients pricing information, Merger and
Acquisition related information, Marketing strateqy

Framework for Information & System Security
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Categories and Types?

What type of information
IS being support by which

systems?

High or low risk?
Potential impact & results?

. Information
. Systems
1
Supportof | Operations Management Support of
Business |  Support Support P.ja{mgen;’jlv
Operations | Systems Systems | Decision Making
‘ |
‘ | | |
Transaction Process Enterprise Management Decision Executive
Processing Control Collaboration Information Support Information
Systems | Systems Systems l Systems I Systems Systems
Processing Control of Team and Prespecified | Inferactive Information
Business Industrial Workgroup Reporting Decision Tailored for
Transactions Processes Collaboration for Managers Support Executives
8/1/2012

<he \nfrastruct,,,,.e

unction

FINANCE

ACCOUNTING

MANUFACTURING

MARKETING

TPS MIS DSS Al EIS

Tools that manage information

- Transaction Processing Systems (TPS)
Management Information Systems (MIS)
Decision Support Systems (DSS)
Expert Systems (ES)

Framework for Information & System Security
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Information & Information Sy rsers
(Internal & External) Categorle s and Types'

What type of information, on
which systems, are belng accessed
by which users?

—

Executive Dashboards AN Executives - Stategic Decisions

Is the risk being managed with
effective controls?

People who use or interact with the

Information include ;

Share Holders / Owners
Management

Employees

Business Partners

Service providers

Contractors

Customers / Clients

e e e | PE 0@ AOAS8

v : . 0
Internal: Administrative, Managerial, Expert Systems, Business Intelligence

Informational SygteemsyOAS‘ Dashboards * / | Knowledge Workers g
External: General Public or Specific Target / i N
group Business Intelligence Systems, / ) 8
' M \ Middle Managers- \ 3
What level of accessand DR RONCS Rapa e 5 Tactcal Decisions >;‘—;
authorization of the information is | 3
I I Dashboards, FAIS, OAS, ' 2 5
belng?prowded to those types of vt bl B overevl s | 2
users:- Intelligence Systems g E * Operational Decisions 3

o §/2 |2

FAIS, OAS G & 8 0

Clerical Staff

CBIS Supporling Different Organizational Levels
A

~
/ [T Services

f T Personnel f

IT Infrasiructure
A
—
—
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SUPPLIER SIDE
(B2B)
Business-to-business
Electronic commerce

Business-to-consumer

(B2C)

Electronic commerce

Business-to-business
(B2B)
Electronic commerce
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Risk ldentification &
Reconciliation



“Risk Life Cycle Variables

Independent Vari
Local Industry Practices Individuals /
Policies Federal, State - lIA Standards, leadership
Standards, & Regulatory ERM, COSO, Observation
Procadinea Requirements ITIL, ISO, CoBIT and
' & CMMI Identification
Prior Audit /
i Consulti
Risk Manag Collection of 2 9
Objective Observations / SAS 70'S
Risk
Management :
analysis and Conduct Assessment of Risk Assessment
priorltization Controls Tools / Methods
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ISIness Impact Analysis

. 000 O AAOOOAT A 8

key shareholder

Business goals and requirements ddent Dsaste Business
Internal and external Bustes Response Recovery Continuty
relationshi pPS Aratyss (BlA) Harning Panning Planning
What resources are involved o —
Who is in charge and what ;;'_w-;?y-' ot Plan o Eati
interdependencies exist oot Hgring Diaste Continuty
Vision (Strategic) A. Mission —zorrey | ey Srateges
Tactical) A Objectives Business Unit Anahss T
Operational) A factors for dent .
success ) | | Deeen Pan
s Attack Success ~\ . P AnRA R
+ 0 )Ao\Mnat are the Key . Senario Devsiopment )| o > tf.n.,?u\,
Perf P Indicators? sl | | 1/ | Mansgenet :
erformance / Process cators” J1L/ il
What distinctions and outcomes |~ | A
exist for each stage e e
What is the scope of_prob&bili%y\ Je—
7 ' E L D A /_A\ O Ch|Cke X C’ I O — R ovety Continuty
. E Ot éCﬁ 0 Sfo“’;ﬁ"“ Pan hodent Opecatians Manmant
- - (lssification KOy ’
What expectations exist for each o il

Certified Information Systems Auditor (Study Guide) Cannon, Bergmann, & Pamplin
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components of information, &
iInformation system security and
compliance as it relates to the I,
business function
Assesgy Mitigate / Monitor g © | | @ &
Re-Assess
System Control Analysis i Control 3 Results
OngOIng rlsk management L;kellhoqa Recommendations Documentation
program must be in place e
; Impact Analysis
Business owner or key shareholde Risk
must own the process S
Establish a standard for Sooll
considering and negotiating risk Sl | " | o | fwesun
|dEMIﬁCSlIOF: 8- Impact Impact
Annual (periodic) risk assessment g vedium [MS| Vedium
= = . = ; Probabllity | Probability
deliverable with recommendations g |Medium )ity g g
for corrective action S B A i
; E Low . Low ’
Clearly define and document S| tow [T | Treon R
accepted riskz someone needs to st | ingst| g
sign off on the responsibility Low _|Medium | _High
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M |t| g atl on Risk Management Process

Once risks are identified, they must be

mitigated via internal controls
Internal Controls: a practice approved by — —_ m
management to mitigate risk or produce a | ]

desired outcome in a business process for
implementing and enforcing information

security and compliance Poce Rk __ ( castioss ) — ( grestor ) — [
~ Preventive- controls to stop the problem € $ G
from occurring | | y | ~‘ l
Detective - controls to find the problem l |

Corrective - controls to repair the T
prObIem after deteCtlon Transfer/Share Risk (Insurance)

Administrative - policies, standards, Absorb Risk (Seinsure)
guidelines, and procedures

Technical - controls using hardware or
software for processing and analysis —
Physical- controls to implement barriers Prepare Fitter
or deterrents Assess Protect

Document and retain artifacts.
Design g Document g Implement

Test the controls prior to implementation to "\ Resolve Collect
validate expectations F Escalate Analyze
Monitor results

Re-test controls periodically
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Risk Assessments are an ogoing
exercise;

Track mitigation strategies, did they
work? _
7TEAO O&OAI Axl OEj O
applied?
) O OEAOA A1l EAAI
place e.g., risk management
program? _
) O OEA O- AOET Al 11
e.g., documented and not arbitrary?
Are you using tools to monitor,

manage, and validate the associated
processes?

TestA re-test controls (design and
effectiveness)

Document test results, corrective
actions, changes in business
needs/requirements.

Hardware, software,

H

1. 10 critical assats

Functions, systams, and

people, mission, data, and und services data criticality,
Information

N-:lory of attacks [(as ="

Data from Intelligence | 2 '“‘"“Y throaty Theeat list
BOUrces

EL‘OO‘F from prior awdits 3. identlty List of potential
Socurity requiremernts = vulnerabiities vinerabilities
Security lost resulls

Determing current contios
Datermine plannad controls

4, Detormine controls
In place

List of current controls
List Of Coprod Issues
List of planned controls

List of intema! subjoct-
mattor exparts
List of nonbusiness

'

}

%. Datoterine laternal
capabilitins

List of whint procedures
can be handied by
Internal staft

Potantal axternal noeds

Likely risks
Potential motivations
Threat capacity
Vulnerabis areas

i
'

6. Document risks
and probabifities

List of risks
Rigk probabilities

:

List of rigka and probability
Formulas for impact rating

Potential financial and
business impact kst

LEst of cutrent controls
List of patential controla

iy i 1

8. Detocening contols

r
HE
]
i
:

( Rocommaondod controls

Certified Information Systems Auditor (Study Guide) Cannon, Bergmann, & Pamplin
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9. Document resulls

| Risk evaluation report
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Standards of Application

Industry Standards / Frameworks

. COBIT 4.1 (Control Objectives for Information Technology)
- NIST (National Institute of Standards and Technology)

- 1SO 17799/27001 (International Organization for
Standardization)

- ITIL (Information Technology Infrastructure Library)

Compliance and Regulatory Requirements (FISMA,
FERPA, HIPAA, PCI, SOX, SCADA, etc.)

State & Federal Standards as applicable (contact
SAO)

| OCAT EUAOEI 160 , 1 AAI 0
NOT PERSONAL OPINION OR PREFERENCEBS @
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meworks for IT Security

Fit Gap Analysis / Comparison & Contrast
. B'A ldentify where you are at?
. 2" A Where you want to go?
. 39 A Next steps?
Any framework is better than NO framework!

- Frameworks map to structure to produce a
consistent methodology for addressing risk

- "A AAIT A Ol A@bl AEIl 8A
How it was derived
- Why your strategy makes sense
- How it manages risk
30A00 OiI Il AxEAOA B8A
. COBIT - High level business objectives and
outcomes

- IS0, ITIL & NIST - Standards and procedural
checklists

- Criteria z CMMI

8/1/2012 Framework for Information & System Security
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