
10.6 

Distance and Correspondence Education

An institution that offers distance or correspondence education:

 

a. ensures that the student who registers in a distance or correspondence education course or program is the same
student who participates in and completes the course or program and receives the credit. 

b. has a written procedure for protecting the privacy of students enrolled in distance and correspondence education
courses or programs.

c. ensures that students are notified, in writing at the time of registration or enrollment, of any projected additional
student charges associated with verification of student identity. 

 

Judgment 

 Compliant    Non-Compliant    Not Applicable

Narrative 

Albany State University is in compliance with this principle.

 

Albany State University (ASU) offers distance education, but the University does not offer correspondence
education. Distance education students at ASU include those who take fully online courses through the University and those
who complete a required component of courses offered in a traditional face-to-face mode via the learning management
system (LMS). Commonly accepted practices for verifying and ensuring the identity of distance learners are followed at ASU.
Those involve the use of unique and secure student numbers, user names, and passwords, supplemented as needed by photo
identification and proctored examinations. Distance learning students are served through a standardized course management
system that routinely informs them of ASU policies for the protection of the privacy of their student identities and secure
passwords as well as their responsibilities to ensure academic integrity and honesty in the completion of distance education
courses. ASU does not charge a standard fee for the verification of the identity of distance learners. However, the institution
does advise distance learners of the fees associated with the course.

Student Verification of Identity

ASU offers distance education and ensures that the student who registers in a distance education course or program is the
same student who participates in and completes the course or program and receives the credit. This is done by verifying the
identity of a student who participates in class or completes coursework using methods such as (a) a secure login and
password, (b) proctored examinations, and new or other technologies and practices that are effective in verifying student
identification.

Verification of Student Identification at the Time of Admissions

Student identity verification and identity management begin upon acceptance to ASU as a student. A person who applies to
ASU must provide personal information in the application along with documents that are used to verify the applicant’s
identity and credentials. Admissions staff verify the applicant’s identity and credentials as outlined in the Board of Regents
(BOR) of the University System of Georgia (USG) policy Section 4.3.4, Verification of Lawful Presence:

Each University System institution shall verify the lawful presence in the United States of every successfully admitted
person applying for resident tuition status, as defined in Section 7.3 of this Policy Manual, and of every person admitted
to an institution referenced in Section 4.1.6 of this Policy Manual [1].

Within the USG, approved forms of documentation accepted for identification are as follows: 

• An approved FAFSA form or other documentation demonstrating eligibility for federal financial aid
• A certified U.S. birth certificate showing the student was born in the U.S. or a U.S. territory (a photocopy is not
acceptable)
• A U.S. Certificate of Naturalization (USCIS form N 550 or N 570)
• A U.S. Certificate of Citizenship (USCIS form N 560 or N 561)
• A U.S. Certificate of Birth Abroad issued by the U.S. Department of State (DS 350) or a Consular Report of Birth
Abroad (FS-240)
• A current U.S. passport
• A current driver’s license issued by the state of Georgia after January 1, 2008 (for in-state tuition)
• A current military ID
• A current, valid Permanent Resident Card (USCIS form !-151 or I-551)
• An F, J, or M verified through the Student and Exchange Visitor Information System (SEVIS)

Albany State University Page 1 / 7

https://asurams.compliance-assist.com/accreditation/source.aspx?id=2d883c65-cfb6-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=358f3c04-f2b6-e911-bcd0-2818784af206


• Other types of visas verified through the Systematic Alien Verification for Entitlements (SAVE) Program [2] 

Secure Login and Password 

The ASU assigned number (ASU#), which is unique and different from the student’s SSN, and the student's RAMID are
permanently associated with the accepted student during the student’s association with the University. Because the RAMID is
used to access ASU’s online resources and services, access is terminated when a student is no longer affiliated with ASU. The
ASU# is not reassigned to another student at any time.

The ASU Password Construction Guidelines define the complexity requirements for RAMID passwords and their change
frequency. This policy applies equally to students, faculty, and staff and states:

All passwords should meet or exceed the following guidelines. Strong passwords have the following characteristics: 

• Contain at least 10 alphanumeric characters.
• Contain characters from at least two of the following four types of characters:

o English upper case (for example A-Z)
o English lower case (for example a-z)
o Contain at least one number (for example, 0-9).
o Contain at least one special character (for example, !$%^&*()_+|~-=`{}[]:”;'<>?,/).

• Poor, or weak, passwords have the following characteristics: 

o Contain less than eight characters.
o Can be found in a dictionary, including foreign language, or exist in a language slang, dialect, or jargon. 
o Contain personal information such as birthdates, addresses, phone numbers, or names of family members, pets,
friends, and fantasy characters. 
o Contain work-related information such as building names, system commands, sites, companies, hardware, or
software. 
o Contain number patterns such as aaabbb, qwerty, zyxwvuts, or 123321.
o Contain common words spelled backward, or preceded or followed by a number (for example, terces, secret1 or
1secret). 
o Are some version of “Welcome123” “Password123” “Changeme123” [3] 

These requirements are enforced via technical mechanisms.

ASU students participating in any mode of online course delivery at the University are required to follow guidelines and
procedures set forth by ASU in ASU’s Information Technology Services (ITS) Acceptable Use Policy [4]. Specific excerpts of
that policy pertaining to verification of student identity are stated as follows:

Acceptable Use Policy

Purpose
This policy provides guidelines for the appropriate use of information resources. Use of Albany State University’s (ASU)
network and computer resources should support the basic missions of the University in teaching, learning and research.
Users of the ASU network and computer resources are responsible for proper use, protecting information resources, and
respecting the rights of others. 

 

Scope 
The policy applies to all ASU students, faculty and staff, and all others using computer and communication technologies
whether personally or University owned, which accesses, transmits or stores University or student information.

Policy 

General Policy Users of Albany State University’s information resources must protect their online identity from use by
another individual, the integrity of computer-based information resources, and the privacy of electronic information. In
addition, users must refrain from seeking to gain unauthorized access, honor all copyrights and licenses and respect the
rights of other information resources. 

Access Users must refrain from seeking to gain unauthorized access to information resources or enabling unauthorized
access. Attempts to gain unauthorized access to a system or to another person’s information is a violation of University
policy and may also violate applicable law, potentially subjecting the user to both civil and criminal liability. However,
authorized system administrators may access information resources, but only for a legitimate operational purpose and
only the minimum access required to accomplish this legitimate operational purpose. 

Sharing ASU User IDs and Passwords Sharing of usernames and passwords used to access ASU information systems is
prohibited. 

Abuse of Computing Privileges Users of ASU information resources must not access computers, computer software,
computer data or information, or networks without proper authorization, or intentionally enable others to do so,
regardless of whether the computer, software, data, information, or network in question is owned by the University.
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Accountability Violation of this policy may subject the user to sanctions, including the loss of computer and/or network
access privileges, disciplinary action, suspension, termination of employment, dismissal from ASU, and/or legal action.

 

ASU’s ITS, in conjunction with the University System of Georgia’s (USG) ITS Department, serves as the administrator of
ASU’s online courses. As such, ITS is responsible for the implementation of the University’s secured student verification
processes, which are essential to ensure that the student who participates in, completes coursework, and receives credit for
an online course is the student of record. Verification of student identification for enrollment takes place at the Registrar
level. Once a student is enrolled and assigned courses that are fully online or courses requiring online completion of
assignments, ITS ensures and documents the student’s access through the following process:

ITS receives student data and admissions verification via the ASU Banner Web reporting portal.
 A template, which contains fields identifying the student, his/her unique identifier number (RAMID), course name,
course number, email address, instructor, and other pertinent information, is downloaded directly from Banner Web.
 The list is forwarded to USG’s ITS department for upload into the LMS. (ASU’s LMS is hosted on USG’s servers. The
process for completion of uploads is generally 24 hours for submissions made by 3:00 p.m.).
 Students are automatically loaded into their respective courses. Confirmation of class enrollment is displayed on the
front page of each student’s homepage. Entrance into the LMS portal requires a secure login and password.
 The login is also a unique student identifier code. The student must enter his/her unique ID and a password reset link
is forwarded to the email address associated with the username.
The combination of the system generated unique ID and the student-created password provides the student access into
the LMS environment and courses.
ITS does not have access to any student or instructor passwords.  If a password is lost, a system generated password
reset is initiated by the ITS Helpdesk team, or the student may request a password reset by supplying the unique
student identifier codes into the LMS.

ASU’s Password Protection Standard [5] states:

General
Passwords are a primary means to control access to systems and should therefore be selected, used, and managed to
protect against unauthorized discovery or usage. ASU maintains electronic information resources which are essential to
performing University business. Similar to any other capital resources owned by the University, these resources are to
be viewed as valuable assets over which the University has both rights and obligations to manage, protect, secure, and
control. University employees, students, and other affiliates are expected to utilize these resources for appropriate
purposes, protect access to them, and control them appropriately. Examples of information resources include computer
systems, network systems, and data. 

Password Creation
All user-level and system-level passwords must conform to the University System of Georgia Information Technology
(USGITS) Handbook Section 5.12 [6] and the ASU Password Construction Guidelines Standard. Where possible, users
must not use the same password for various ASU access needs. User accounts that have system-level privileges
granted through group memberships or programs such as pseudo must have a unique password from all other accounts
held by that user to access system-level privileges. Where Simple Network Management Protocol (SNMP) is used, the
community strings must be defined as something other than the standard defaults of public, private, and system and
must be different from the passwords used to log in interactively. SNMP community strings must meet password
construction guidelines as defined in USG ITS Handbook Section 5.12.3 [7] and the ASU Password Construction
Guidelines Standard. 

 

Password Change
All system-level passwords (for example, root, enable, Active Directory administrators, application administration
accounts, and so on) must be changed every ninety (90) days. All user-level passwords (e.g., email, web, desktop
computer, etc.) shall be changed every one hundred and eighty (180) days. Password cracking or guessing may be
performed on a periodic or random basis by the ASU Information Security Team or its delegates. If a password is
guessed or cracked during one of these scans, the user will be required to change it to be in compliance with the ASU
Password Construction Guidelines. 

 

Password Protection

• All passwords should be treated as sensitive, confidential information. Users should not write passwords down and
store them anywhere in their office. Nor should they store passwords in a file on ANY computer system (including
Personal Computing Devices or similar devices) without encryption. 
• Passwords should not be inserted into email messages or other forms of electronic communication. 
• Passwords must not be revealed over the phone to anyone.
• Do not reveal a password on questionnaires or security forms.
• Do not hint at the format of a password (for example, “my family name”).
• Users should not share passwords with anyone, including administrative assistants, secretaries, managers, co-
workers while on vacation, and family members. 
• Do not write passwords down and store them anywhere in your office. Do not store passwords in a file on a computer
system or mobile devices (phone, tablet) without encryption. 
• Users should not use the “Remember Password” feature of applications (for example, web browsers). 
• If an account or password is suspected of being compromised, the incident should be reported to the appropriate
access administrator and the user should change the password. 
• Users Should Not Employ Any Automatic Log-In Actions
• ASU information system users should refuse all offers by software and/or Internet sites to automatically login the
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next time that they access those resources. 
• Besides the authorized user, passwords should never be shared or revealed to anyone. Temporary or “first use”
passwords should be changed the first time that the authorized user accesses the system. Failure to change a
temporary or “first use” password leaves the authorized user liable for all actions performed under the assigned
account. If users need to share computer resident data, they should use approved network services or any other
mechanisms that do not infringe on any ASU or USGITS standards. 

 

Proctored Exams

Another mechanism used to ensure that the registered student in an online course is the one earning the credit involves the
use of proctored exams. Taking a proctored exam requires on-site identity verification with a photo ID. 

ASU uses proctors for ensuring the integrity of some online examinations. A proctor ensures the security and integrity of the
exam process by requiring the student to present an official form of ID (state-issued drivers’ license, passport, or student ID
– all with a picture photo). In some cases, the exams are administered onsite at a location where the student can access the
online exams using the Learning Management System (LMS). In this case, the exam location has computers with Internet
connections, and the student is required to log into the course with his/her user ID and password at the time of the proctored
examination as indicated in ASU’s Academic and Online Support LMS Policy. On occasion, additional security measures are
implemented by requiring an IP address location. This mandates that the student take the exam using a specific computer at
a designated location. ASU’s online faculty development support staff encourages instructors to use best practices in online
assessment and provides guidelines to them for promoting academic integrity [8]. 

Faculty members are able to use functions within the LMS that allow them to disable pager and right-click functions.
Disabling the right click function in the Quiz component of ASU’s LMS (Desire2Learn, also known as D2L) prohibits students
from navigating in and out of the LMS to copy, cut or paste information from other sources when taking a quiz. Additionally,
disabling the pager function prohibits students from chatting with other individuals, thereby ensuring that answers to test
questions cannot be solicited and/or received via chat or instant messaging when taking a quiz. 

Technologies within the LMS allow instructors to require students to upload a photograph or other information for additional
authentication of student identity. Additionally, recent updates to Banner Web allow instructors to upload students’ photos
and align them with students’ names and ID numbers to verify students’ identities.

Guarantee of valid student identity is backed through relevant academic integrity and honesty policies in the Student Code of
Conduct and their reinforcement [9]. Student Code of Conduct protections against academic dishonesty apply to all courses,
including online. Accusations of misconduct by students such as those related to student identity and use of assigned student
identity information are reported to and handled by ASU’s Division of Student Affairs. 

Procedures for Protecting Student Privacy 

All university policies and procedures regarding the security, confidentiality, and integrity of student records in general apply
to students taking distance education courses [10], [11]. 

Students enrolling in any online course at the University are provided the guidelines and procedures set forth by ASU and
supported in the University’s ITS Security Policies [11]. This plan articulates the specific steps the institution employs to
protect the privacy of its online student users. Written procedures described in the Security Policy that pertain to the
protection of online student privacy are as follows:

Email policy [12]
Password Protection Standard [13]
Security Awareness Training [14]
Appropriate Use Policy [15]
Incident Response [16]
Information-Security Anti-Virus [17]

 

Access to protected student information is restricted to the teaching faculty member, academic dean, academic chair, or
online learning staff who need the information to perform their job duties.  All university personnel who are granted access
have signed confidentiality and security access agreements on file with Human Resources [18].  

A Student Confidentiality statement provided on the homepage of GeorgiaView (GaView), ASU's online learning platform,
informs students that all information provided in GaView is protected [19][20].

Notification of Additional Charges 

Students who self-register through the University’s self-service portal are informed to check the Distance Learning website,
which includes requirements for proctored examinations [22]. Students who register for distance learning courses are sent
an informational email through the University’s email portal four weeks prior to term start informing them of distance
learning practices and urging them to check the distance learning website for potential costs, such as proctored experiences,
associated with courses [23]. Table 1 depicts the type of fees (proctor, software, web-base e-instruction, and lab) associated
with each online course. All student fees, such as technology fees, can be found on the University’s Tuition and Fees website
and distance learners are pointed to the ASU Online Tuition and Fees table [24], [25]. 
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Table 1. Online Courses with Additional Fees

 

Courses Proctor Software Visit InstructorWeb-Based instructionField/Lab Experience

Accounting X X

ASU First Year Experience X
    

Biology
X

Business Administration X

Chemistry X

College of Arts and Humanities X

Communications X

Computed Tomography X

Computer Processing X

Computer Science X

Economics X

Education X

English X

French X

Geology X

Health Information X

Health and Human Performance X

Healthcare Administration X

History X

Human Services Technology X

Integrated Science

Japanese X

Mathematics X

Medical Laboratory Technology X

Nursing Requirements X

Office Administration & Technology Concentration X X

Albany State University Page 5 / 7

https://asurams.compliance-assist.com/accreditation/source.aspx?id=e45e180c-95b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=9ad30734-95b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=9e5aa74f-95b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=eef7aa63-95b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=89768098-95b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=15d788ac-95b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=7fdb50c0-95b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=faa358d2-95b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=bed56de5-95b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=3ea0572e-96b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=5c746a49-96b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=2ada61b3-96b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=0aabf4e7-96b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=cd8fd1f9-96b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=fdce4e0e-97b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=43084336-97b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=0bb9ce1f-97b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=76df854e-97b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=7e63c06a-97b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=c4c8257f-97b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=3a1c5cd8-a3b7-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=fa1dd89d-97b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=ecfa80bc-97b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=e1464502-98b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=93b11923-98b4-e911-bcd0-2818784af206
https://asurams.compliance-assist.com/accreditation/source.aspx?id=a54f0433-98b4-e911-bcd0-2818784af206


Organizational Leadership X

Philosophy X

Physical Science X

Political Science X

Psychology X

Spanish X

eCore Electronic Technology X

eCore Environmental Science X
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University Policy 
Acceptable Use Policy 

Purpose 
This policy provides guidelines for the appropriate use of information resources. Use of 

Albany State University’s (ASU) network and computer resources should support the basic missions 
of the University in teaching, learning and research. Users of the ASU network and computer 
resources are responsible for proper use, protecting information resources, and respecting the rights 
of others. 

 
Scope 

The policy applies to all ASU students, faculty and staff, and all others using computer and 
communication technologies whether personally or University owned, which accesses, transmits or 
stores University or student information. 

 
Policy  

• General Policy Users of Albany State University’s information resources must protect 
their online identity from use by another individual, the integrity of computer-based 
information resources, and the privacy of electronic information. In addition, users must 
refrain from seeking to gain unauthorized access, honor all copyrights and licenses and 
respect the rights of other information resources. 

• Access Users must refrain from seeking to gain unauthorized access to information 
resources or enabling unauthorized access. Attempts to gain unauthorized access to a 
system or to another person’s information is a violation of University policy and may also 
violate applicable law, potentially subjecting the user to both civil and criminal liability. 
However, authorized system administrators may access information resources, but only for 
a legitimate operational purpose and only the minimum access required to accomplish this 
legitimate operational purpose. 
• Sharing ASU User IDs and Passwords; Sharing of usernames and passwords used to 

access ASU information systems is prohibited. 
• Information Belonging to Others; Users must not intentionally seek or provide 

information on, obtain copies of, or modify data files, programs, passwords or other 
digital materials belonging to other users, without the specific permission of those other 
users. 

• Abuse of Computing Privileges; Users of ASU information resources must not access 
computers, computer software, computer data or information, or networks without 
proper authorization, or intentionally enable others to do so, regardless of whether the 
computer, software, data, information, or network in question is owned by the 
University. 

• Usage Use of the University’s information resources must comply with ASU policies and 
legal obligations (including licenses and contracts) and all federal and state laws. 
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• Prohibited Use Users must not send, view or download fraudulent, harassing, obscene 
(i.e., sexually explicit), threatening, or other messages or material that are a violation of 
applicable law or University policy. In particular, contributing to the creation of a hostile 
academic or work environment is prohibited. 

• Copyrights and Licenses Users must not violate copyright law and must respect licenses 
to copyrighted materials. For the avoidance of doubt, unlawful file-sharing using the 
University’s information resources is a violation of this policy. 

• Social Media Users must respect the purpose of and abide by the terms of use of online 
media forums, including social networking websites, mailing lists, chat rooms and blogs. 

• Political Use University information resources must not be used for partisan political 
activities where prohibited by federal, state or other applicable laws, and may be used for 
other political activities only when in compliance with federal, state and other laws and in 
compliance with applicable University policies. 

• Personal Use University information resources should not be used for activities unrelated 
to appropriate University functions, except in a purely incidental manner. 

• Use of University Information Users must abide by applicable data storage and 
transmission policies. 

• Integrity of Information Resources Users must respect the integrity of information and 
information resources. 

• Modification or Removal of Information or Information Resources Without proper 
authorization Users must not attempt to modify or remove information or information 
resources that are owned or used by others. 

• Other Prohibited Activities Users must not encroach, disrupt or otherwise interfere with 
access or use of the University’s information or information resources. For the avoidance of 
doubt, without express permission, users must not give away University information or 
send bulk unsolicited email. In addition, users must not engage in other activities that 
damage, vandalize or otherwise compromise the integrity of University information or 
information resources. 

• Academic Pursuits The University recognizes the value of legitimate research projects 
undertaken by faculty and students under faculty supervision. The University may restrict 
such activities in order to protect University and individual information and information 
resources, but in doing so will take into account legitimate academic pursuits. 

• Access for Legal and University Processes Under some circumstances, as a result of 
investigations, subpoenas or lawsuits, the University may be required by law to provide 
electronic or other records, or information related to those records or relating to use of 
information resources, (“information records”) to third parties. Additionally, the University 
may in its reasonable discretion review information records, e.g., for the proper functioning 
of the University, in connection with investigations, or to protect the safety of individuals 
or the ASU community. The University may also permit reasonable access to data to third-
party service providers in order to provide, maintain or improve services to the University. 
Accordingly, users of University information resources do not have a reasonable 
expectation of privacy when using the University’s information resources. 
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Definitions (Optional)  
Definitions associated with this policy are available in the Information Technology and Data 

Security Terms Glossary. 
 

Accountability 
Violation of this policy may subject the user to sanctions, including the loss of computer 

and/or network access privileges, disciplinary action, suspension, termination of employment, 
dismissal from ASU, and/or legal action. 

 
Contacts  

• Albany State University Chief Information Officer 
• Albany State University Chief Information Security Officer 

 
References  

USG BOR IT Handbook, http://www.usg.edu/information_technology_handbook/section5 
 
Last Update 

July 31, 2018 
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5.11.4 Passwords  

USG electronic communications systems or services must identify users and authenticate and authorize 
access by means of user ID, passwords, or other secure authentication processes (e.g. biometrics or 
Smart Cards). Password length and strength must meet the Section 5.12 Password Security. In addition, 
shared- access systems must enforce these standards whenever possible and appropriate and require 
that users change any pre-assigned passwords immediately upon initial access to the account. All default 
passwords for access to network accessible devices must be modified. Passwords used by system 
administrators for their personal access to a service or device must not be the same as those used for 
privileged access to any service or device. 

5.11.5 Encrypted Authentication  

Unencrypted device authentication mechanisms are only as secure as the network upon which they are 
used. Traffic across the USG network may be surreptitiously monitored, rendering these authentication 
mechanisms vulnerable to compromise. Therefore, all networked devices must use only encrypted 
authentication mechanisms unless otherwise authorized by USG Cybersecurity. In particular, historically 
insecure services such as Telnet, FTP, SNMP, POP, and IMAP must be replaced by their encrypted 
equivalents. 

Encryption, or equally effective measures, is required for all personal, sensitive, or confidential 
information, as defined in Section 5.7, that is stored on portable electronic storage media (including, but 
not limited to, CDs/DVDs, external/mobile storage and USB drives) and on portable computing devices 
(including, but not limited to laptop and notebook computers). This policy does not apply to mainframe 
and server tapes. 

5.11.6 Physical Security  

Unauthorized physical access to an unattended device can result in harmful or fraudulent modification 
of data, fraudulent email use, or any number of other potentially dangerous situations. In light of this, 
where possible and appropriate, devices must be configured to lock and require a user to re-
authenticate if left unattended for more than twenty (20) minutes. 

5.11.7 Unnecessary Services  

A service(s) not necessary for the intended purpose or operation of the device shall not be running. 

5.12 Password Security 

5.12.1 User Access Controls  

USG organizations must establish policies and procedures that ensure necessary user access controls are 
in place for controlling the actions, functions, applications, and operations of legitimate users. The aim is 
to protect the confidentiality, integrity, and availability of all USG information resources. 

The guiding principles in developing these standards and procedures are: 

1. Users will have access to the resources needed to accomplish their duties. 

2. User access applies the principles of least privilege and resource categorization as necessary 
tools to achieve the desired purpose. 

3. User access controls will balance security and USG mission needs. 
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All users, whether internal, external, or temporary, and their activity on all IT systems should be 
uniquely identifiable. User identification should be enabled through appropriate authentication 
mechanisms. User access rights to all systems and data must be in line with defined and documented 
business needs, and job requirements must be attached to user identification. User access rights should 
be requested by user management, approved by system owners, and implemented by the appropriate 
local security administrator. User identification and access rights should be maintained in a central 
repository. Each USG organization should deploy cost-effective technical and procedural measures to 
establish user identification, implement authentication, and enforce access rights. These measures 
should be reviewed periodically and kept current. 

5.12.2 USG Password Authentication Standard  

Purpose 

Passwords are an important aspect of information and information technology security. They are often 
the only means for authenticating users and the front line of protection for user accounts. Failure to use 
a strong password or using a poorly chosen password when accessing USG information assets may result 
in the compromise of those assets. It is the responsibility of every USG organization to implement 
authentication mechanisms such as passwords to access sensitive data, and the responsibility of the 
user to appropriately select and protect their passwords. 

Scope 

This security standard applies to USG organizations. This standard also applies to all users (employees, 
contractors, vendors, and other parties) of USG and state information technology systems or data are 
expected to understand and abide by the standard. 

Standard 

Passwords shall be the minimum acceptable mechanism for authenticating users and controlling access 
to USG organizations’ information systems, services and applications unless specifically designated as a 
public access resource. 

All users (students, employees, contractors, and vendors) with access to USG information and 
information systems shall take the appropriate steps to select and secure their passwords. 

Enforcement 

Individual USG organizations are responsible for developing internal procedures to facilitate compliance 
with these USG security policies and standards. The standards are designed to comply with applicable 
laws and regulations. However, if there is a conflict, applicable laws and regulations will take 
precedence. 

USG organizations may establish more stringent policies, standards and procedures consistent with this 
USG standard. 

Violations of this standard could result in serious security incidents involving sensitive state, federal, 
sensitive or privacy data. Violators may be subject to disciplinary actions including termination and/or 
criminal prosecution. 

The standards will guide periodic security reviews, as well as audits by USG Internal Audit & Compliance 
and the state Department of Audits and Accounts (DOAA). 
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5.12.3 USG Password Security and Composition Requirement  

Purpose 

This section establishes a standard for protecting passwords and the frequency of change for such 
passwords to mitigate compromise of sensitive information. 

Scope 

This security standard applies to all USG organizations. This standard also applies to all USG users, 
including employees, contractors, vendors, and other parties. 

Guidelines 

1. All passwords shall be treated as sensitive, confidential information and shall not be shared with 
anyone including, but not limited to, administrative assistants, system administrators and 
helpdesk personnel. 

2. Passwords shall not be stored in clear text. 

3. Users shall not write passwords down or store them anywhere in their office or publically. They 
shall not store passwords in a file on any computer system, including smart devices, without 
encryption. 

4. Refresh shall: 

a. Administrative-level passwords shall be changed every ninety (90) days. 

b. User-level passwords shall be changed every one hundred eighty (180) days. 

c. System-level (system-to-system or non-interactive services account) passwords shall be 
changed after a significant event (i.e. administrator departure, suspicion or actual 
compromise event.) 

5. User accounts that have system-level privileges granted through group memberships or 
programs shall have a unique password from other accounts held by that user. 

6. Passwords shall not be inserted into email messages or other forms of electronic 
communication unless encrypted. 

7. If an account or password is suspected of being compromised, the incident must be reported to 
the appropriate authorities in accordance with local incident response procedures. 

8. Temporary or “first use” passwords (e.g., new accounts or guests) must be changed the first 
time the authorized user accesses the system, and have a limited life of inactivity before being 
disabled. 

9. Access to all USG information systems and applications used to process, store, or transfer data 
with a security categorization of MODERATE or higher, as defined in Section 5.6.3 of this 
Manual, shall require the use of strong passwords or other strong authentication mechanisms. 
Strong passwords shall be constructed with the following characteristics: 

• Be at least ten characters in length 

• Must contain characters from at least two of the following four types of characters: 

o English upper case (A-Z) 
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o English lower case (a-z) 

o Numbers (0-9) 

o Non-alphanumeric special characters ($, %, ^, …) 

• Must not contain the user’s name or part of the user’s name 

• Must not contain easily accessible or guessable personal information about the user or 
user’s family, such as birthdays, children’s names, addresses, etc. 

• Note 1: A six-character password is acceptable if “account lockout” is enabled and set to 
lock or disable the account after five unsuccessful or failed login attempts. Six-character 
passwords must adhere to all of the characteristics noted above. 

• Note 2: Organizations may mix different characteristics regarding length and mandatory 
characters to obtain the same password strength. For example, a password of 11 characters 
containing two upper case letters, two lower case letters, two numbers, and no special 
characters would be permissible. 

10. Password history must be enabled and configured to disallow usage of the same password for a 
set length of change cycles greater than four (4) times. Users and administrators must not be 
allowed to use the same password that has been used in the past four (4) changes. Users and 
administrators who have changed their user password or system password must not be allowed 
to change passwords immediately. This will prevent users and administrators from changing 
their passwords several times to get back to their old passwords. 

Enforcement 

Individual USG organizations are responsible for developing internal procedures to facilitate compliance 
with these USG security policies and standards. The standards are designed to comply with applicable 
laws and regulations; however, if there is a conflict, applicable laws and regulations will take 
precedence. 

USG organizations may establish more stringent policies, standards and procedures consistent with this 
USG standard. 

Violations of this standard could result in serious security incidents involving sensitive state, federal, 
sensitive or privacy data. Violators may be subject to disciplinary actions including termination and/or 
criminal prosecution. 

The standards will guide periodic security reviews, as well as audits by USG Internal Audit & Compliance 
and the state Department of Audits and Accounts (DOAA). 

Section 5.13 Domain Name System 

Guidelines for interpretation and administration of domain name security are provided in Domain Name 
System (DNS) Management. 

5.13.1 Domain Name System (DNS) Management  

Purpose 
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5.12.3 USG Password Security and Composition Requirement  

Purpose 

This section establishes a standard for protecting passwords and the frequency of change for such 
passwords to mitigate compromise of sensitive information. 

Scope 

This security standard applies to all USG organizations. This standard also applies to all USG users, 
including employees, contractors, vendors, and other parties. 

Guidelines 

1. All passwords shall be treated as sensitive, confidential information and shall not be shared with 
anyone including, but not limited to, administrative assistants, system administrators and 
helpdesk personnel. 

2. Passwords shall not be stored in clear text. 

3. Users shall not write passwords down or store them anywhere in their office or publically. They 
shall not store passwords in a file on any computer system, including smart devices, without 
encryption. 

4. Refresh shall: 

a. Administrative-level passwords shall be changed every ninety (90) days. 

b. User-level passwords shall be changed every one hundred eighty (180) days. 

c. System-level (system-to-system or non-interactive services account) passwords shall be 
changed after a significant event (i.e. administrator departure, suspicion or actual 
compromise event.) 

5. User accounts that have system-level privileges granted through group memberships or 
programs shall have a unique password from other accounts held by that user. 

6. Passwords shall not be inserted into email messages or other forms of electronic 
communication unless encrypted. 

7. If an account or password is suspected of being compromised, the incident must be reported to 
the appropriate authorities in accordance with local incident response procedures. 

8. Temporary or “first use” passwords (e.g., new accounts or guests) must be changed the first 
time the authorized user accesses the system, and have a limited life of inactivity before being 
disabled. 

9. Access to all USG information systems and applications used to process, store, or transfer data 
with a security categorization of MODERATE or higher, as defined in Section 5.6.3 of this 
Manual, shall require the use of strong passwords or other strong authentication mechanisms. 
Strong passwords shall be constructed with the following characteristics: 

• Be at least ten characters in length 

• Must contain characters from at least two of the following four types of characters: 

o English upper case (A-Z) 
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o English lower case (a-z) 

o Numbers (0-9) 

o Non-alphanumeric special characters ($, %, ^, …) 

• Must not contain the user’s name or part of the user’s name 

• Must not contain easily accessible or guessable personal information about the user or 
user’s family, such as birthdays, children’s names, addresses, etc. 

• Note 1: A six-character password is acceptable if “account lockout” is enabled and set to 
lock or disable the account after five unsuccessful or failed login attempts. Six-character 
passwords must adhere to all of the characteristics noted above. 

• Note 2: Organizations may mix different characteristics regarding length and mandatory 
characters to obtain the same password strength. For example, a password of 11 characters 
containing two upper case letters, two lower case letters, two numbers, and no special 
characters would be permissible. 

10. Password history must be enabled and configured to disallow usage of the same password for a 
set length of change cycles greater than four (4) times. Users and administrators must not be 
allowed to use the same password that has been used in the past four (4) changes. Users and 
administrators who have changed their user password or system password must not be allowed 
to change passwords immediately. This will prevent users and administrators from changing 
their passwords several times to get back to their old passwords. 

Enforcement 

Individual USG organizations are responsible for developing internal procedures to facilitate compliance 
with these USG security policies and standards. The standards are designed to comply with applicable 
laws and regulations; however, if there is a conflict, applicable laws and regulations will take 
precedence. 

USG organizations may establish more stringent policies, standards and procedures consistent with this 
USG standard. 

Violations of this standard could result in serious security incidents involving sensitive state, federal, 
sensitive or privacy data. Violators may be subject to disciplinary actions including termination and/or 
criminal prosecution. 

The standards will guide periodic security reviews, as well as audits by USG Internal Audit & Compliance 
and the state Department of Audits and Accounts (DOAA). 

Section 5.13 Domain Name System 

Guidelines for interpretation and administration of domain name security are provided in Domain Name 
System (DNS) Management. 

5.13.1 Domain Name System (DNS) Management  

Purpose 
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VALUE III – ACADEMIC INTEGRITY 
Section 1.  Academic Dishonesty:  The intentional misrepresentation of one’s 
work to deceive for personal gain, when in fact said work is not that person’s or 
assisting another to do the same. When the instructor has sufficient evidence of 
cheating or plagiarism, he or she may impose disciplinary actions such as 
assigning a failing grade to the student's assignment, quiz, paper, or test. If the 
plagiarism or cheating involves major course work such as plagiarizing a research 
paper or cheating on a final exam, the instructor may fail the student in the course. 
 Academic Dishonesty includes, but is not limited to cheating, plagiarism, and 
fabrication. 
• Definition of Cheating: Cheating can be, but is not limited to, a student using 

electronic technology, notes, or other written materials not permitted by the 
instructor; looking at other students' papers without the instructor's permission; 
requesting answers from other students, alteration of grades or marks by the 
student in an effort to change the earned grade or credit; or working with other 
students when independent work is required. Situations where cheating may 
occur are during tests, exams, quizzes, or other similar methods of evaluation.  

• Definition of Plagiarism: Plagiarism is the appropriation of language, 
thoughts, or ideas of another author and claiming that as one's own. 
Plagiarism is work not produced by the student, or work that does not credit 
borrowings from the original source(s).  Plagiarism can also be viewed as 
submitting substantially the same work to satisfy requirements for one course 
or academic requirement that has been submitted in satisfaction of 
requirements for another course or academic requirement, without permission 
of the instructor of the course for which the work is being submitted or  
supervising authority for the academic requirement. 

• Definition of fabrication: Fabrication is the falsification of data, information, 
or citations in any formal academic exercise. This includes making up citations 
to back up arguments or inventing quotations. Some other examples of 
fabrication would include making up data, changing data to support your 
hypothesis, claiming to have consulted sources that one really did not use. 

Section 2.  Forgery, Dishonesty, Fraudulent Acts and/or Misrepresentation:  
1. Forgery of names, signatures, documents (personal, public, and/or private) 

will not be tolerated.  
2. Forgery, deceptive acts, misrepresentation and/or  dishonest acts include, 

but are not limited to materials, alteration, misuse of University documents, 
records, or student identification cards, or documents and records 
belonging to another, cheating, plagiarism, or other forms of academic 
dishonesty; tampering with the election of any University recognized 
student organization; malfeasance of misuse of elective or  appointive office 
student organization, its members, or the welfare of the University 
community. 

3. Representing one’s self as a member of a fraternity or sorority through the 
use of letters, paraphernalia, gestures, etc. without being a nationally 
initiated member who is acknowledged as an official member by documents 
from the national organization, including a membership card and 
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certificate/shingle; and fraudulently issuing worthless checks to the 
University. Lying, knowingly furnishing false information to the University or 
its officials, other forms of dishonesty in University-related affairs is also   
prohibited.  

4. The scope includes but is not limited to the following: lying, fraudulently 
obtaining, altering, falsifying, transferring, loaning, selling or misusing or 
attempting intended misuse of ID card, validation sticker, or any University 
document or service, misuse of university computer systems, laboratories, 
equipment, or software in violation of university computer use policies. 

5. Unauthorized access, distribution, alteration, or use of electronic materials   
including, but not limited to, information, images, text, or software; 
recklessly or maliciously interfering with or damaging computer or network 
resources or computer data, files, or other information; engaging in or 
attempting to engage in a denial of service; failing to comply with laws, 
license agreements, and contracts governing network, software and 
hardware use. 

6. Using University computing resources for unauthorized commercial 
purposes or personal gain. 

7. Proving use of your personal account or password to another person; using 
another owner’s account or password with or without authorization; 
accessing or causing to be accessed, downloading or causing to be 
downloaded, pornographic or obscene materials. 

Section 3.  Cooperative or Collaborative Effort in Coursework:  Without 
acknowledgement or explicit permission of the instructor (including digital media); 
knowingly helping or attempting to help another violate any provision of the Honor 
Code.  Examples include, but are not limited to the following: 

a. Working together on a take-home exam; 
b. Working together on assignments without instructor permission. 

Section 4. Abuse of Academic Materials:  Intentionally or knowingly 
destroying, stealing, or making inaccessible any resource material. Examples 
include, but are not limited to: 

a. Stealing, destroying, or hiding any reference materials needed for common 
academic requirements. 

b. Stealing exams, grade books, books, papers, computer equipment and data, 
and laboratory materials. 

c. Destroying computer files or programs needed for academic works 
d. Damaging computer equipment (including removable media such as disks, 

CDs, flash drives, etc.) or laboratory equipment in order to alter or prevent 
evaluation of academic work, unauthorized use of another’s computer 
password, disrupting the content or accessibility of an internet site, or 
impersonating another to obtain computer resources. 

e. Purchasing and/or using an instructor edition of any textbook in place of the 
student edition for any course. 

Section 5. Submitting Work for Multiple Purposes:  Submitting without prior 
permission, any work submitted to fulfill another academic requirement.  This 
includes work first produced in connection with classes at either Albany State 
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University or other institutions attended by the student. 
Section 6.  Theft:  Stealing, taking or obtaining in any unauthorized manner 
information related to any academic work. Examples include, but are not limited 
to: stealing exams, grade books, books, papers, computer equipment and data, 
and laboratory materials.  
VALUE IV - PROPERTY AND THE ENVIRONMENT 
Section 1.  Animals (Pets):   
a. Having pets or other animals (dogs, cats, snakes, birds, hamsters, etc.) on 

campus and/or in campus buildings are prohibited with the exception of 
service animals and comfort therapeutic animals, when accompanied by 
their owner, and tropical fish in an aquarium or other approved containers in 
buildings, including student residences, classrooms, and offices.  

b. The feeding of stray animals in or around residential facilities is also prohibited 
for students’ safety purposes. Stray animals are not vaccinated and may cause 
harm to students, faculty, staff or the campus members.  

Section 2. Arson/Fire Setting:  The malicious fraudulent, and/or unauthorized 
burning of property on the University premises. Such acts include, but are not 
limited to, creating fires, setting a personal fire, open flames, and/or igniting 
flammable materials. 
Section 3. Damage to Property/Destruction of Property and/or Vandalism:   
1. Damage, vandalism or destruction of property owned or leased by the 

University or personal property belonging to an individual. This includes, but is 
not limited to, car vandalism, walking on roofs of a university building, defacing 
structures, and facilities, littering, unauthorized biking, skating and/or skate 
boarding in inappropriate areas, marking, egging, keying, painting, spraying  
University property or the property of others. 

2. Intentionally damage any property of another without consent of that other 
person and the damage thereto is interfering with the possession or use of the 
property of another person without consent of that person. 

3. Damaging university property such as light fixtures, ceiling fans, walls, and 
pictures is prohibited.   

4. A violation of this policy includes, but is not limited to: 
a. Intentionally and maliciously breaking or damaging furnishings; 
b. Damaging to the kitchen/living area of residence halls; or, 
c. Damaging to your assigned room space or unit in the residence halls (i.e. 

ceilings, floors, carpets, door, door frame, etc.); 
d. Damaging to other University property (i.e. University vehicles, landscaping, 

golf carts, etc.).  
Section 4. Weapons and/or Firearms:  
a. Except where allowed by law or specifically authorized by the administration 

or as part of a University-sanctioned event, no student shall keep, use, 
possess, display, or carry any rifle, shotgun, handgun, or other lethal or 
dangerous device capable of launching a projectile by air, gas, explosion, or 
mechanical means (including BB guns, air-soft guns, and paintball guns) on 
any property owned, controlled, or leased by the University; 

b. No student shall use, possess, display or carry any toy weapon which 
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includes employee information, student records, business information, financial information and other information relating to Albany State 
University. In the course of my employment and/or association with Albany State University, I understand that I will come into contact with 
confidential information. Confidential information may be spoken, written or electronic. The purpose of this agreement is to clarify my duties 
regarding confidential information. By signing this document I understand and agree to comply with Albany State University Policies & Procedures 
on Confidentiality and Security Access and the GA Computer Systems Protection Act, copies of which I have received for my records. In addition: 

1. I agree not to disclose confidential information to others who do not have a need-to-know. Need-to-know is defined as that which is
necessary for one to adequately perform one's specific job responsibilities as they relate to Albany State University.

2. I agree not to access or attempt to access any information, or utilize equipment, other than that which is required to do my job. 
3. I agree not to discuss confidential information where others can overhear the conversation, e.g., in hallways, on elevators, in the

cafeterias, at restaurants, at social events. I understand that it is not acceptable to discuss any confidential information inside or 
outside the organization, while on or off duty, even if specific names are not used, other than as permitted in this agreement.

4. I agree not to access any confidential information for any person who does not have a need-to-know. 
5. I understand that my user name and password are the equivalent of my signature and that I am accountable for all entries and actions 

recorded during their use.
6. I agree that I will not disclose my user name and password to any person for any reason.
7. I agree not to access any confidential information using someone else's user name and password.
8. I agree not to send or take any confidential information outside Albany State University in any form (including PDAs) without

authorization.
9. I agree not to make any additions, modifications or deletions to any confidential information without authorization.
10. I agree to respect the limitations and usage of the information system network and not to interfere unreasonably with the activity usage

of other authorized persons. 
11. I understand that my access to all computer systems may be monitored and audited without notice to me.
12. I agree to log out of any computer session opened under my user name and password prior to leaving any computer or terminal

unattended. 
13. I understand that if authorized to use Internet and/or email, I will use it only for authorized job responsibilities. Any misuse or abuse

(e.g., pornographic material, chain letters, etc.) of these privileges could be grounds for disciplinary action.
14. I understand that I must participate in periodic training, as determined by Albany State University.
15. I agree to respect the ownership of proprietary software (e.g., I will not operate any unauthorized software on Albany State University 

computers or make unauthorized copies of any software for my own use).
16. I understand that confidential papers should be picked up as soon as possible from copiers, mail boxes, fax machines, printers and other

publicly accessible locations. Confidential papers, reports, and computer printouts should be kept in a secure place.  When they are no
longer needed, confidential papers should be deposited in the document destruction bins to be destroyed.

17. I understand that my obligation under this agreement will continue after my termination of employment and/or association with Albany
State University and that my privileges are subject to periodic review, revision, renewal and termination.

18. I agree to notify my supervisor or the Department of Human Resources immediately of any unauthorized access or use of confidential
information or of violation by anyone of any of the rules above.

I understand that violation of this agreement may result in the following: Denial of access to University computer systems; 
Disciplinary action as stated in University Policies and Procedures up to and including termination; Penalties under State and Federal laws and 
regulations; Denial of entry into University facilities; Notification to State and/or national professional licensing departments or organizations; any 
combination of the above. 
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Hines, Domonique R.

Subject: Ga/View/ Email AM
Location: ASU Online

Start: Mon 7/29/2019 9:00 AM
End: Mon 7/29/2019 9:30 AM
Show Time As: Tentative

Recurrence: (none)

Meeting Status: Not yet responded

Organizer: Williams, Denata N.
Required Attendees: Hines, Domonique R.

Communication: GaView/Email Access 
Subject: Albany State University  Orientation Quiz Fall  2019 Information- IMPORTANT PLEASE REVIEW ENTIRE 
EMAIL 
 
Don’t forget to SCROLL to see all of the important information! 
 
Good morning! 
 
We are excited that you have registered for Fall term courses with Albany State University.  To ensure that you are ready 
for the first day of class – Monday, August 19, 2019 – please make sure that you have completed the following: 
 

1. Ensure that you have access to your Office 365 ASU email.  To do that please follow the directions found 
here: Getting Started for Students 

 
Please remember: 

 
If you are a CONTINUING STUDENT: You may need to reset your Office 365 email password and 
then use that to log into GaVIEW.  Be sure to log out of Office 365 entirely and then click “use a different 
login” – enter your new ASU username and be sure to include the @students.asurams.edu.  (When 
entering your username for GaVIEW it is simply the username without the @students.) 
 
If you are a NEW STUDENT: You need to set up your Office 365 email for your ASU rams email 
account. Remember that when entering your username for email you include the @students.asurams.edu 
– when entering your username for GaVIEW it is simply the username without the @students…. 
Once you have set up your email or reset your password, go to the GaVIEW log in page 
https://albanystate.view.usg.edu/d2l/login  and enter your username (remember DO NOT add 
@students.asurams.edu) and the password that you use to access the ASU email in Office 365.   
 
If you have followed all of the above instructions and still cannot access your email, please contact 
helpdesk@asurams.edu or call 229-500-4357 
 

2.     Once you have successfully accessed your ASU Office 365 email, you will be ready to access GaVIEW, 
Albany State’s learning system for online courses and face-to-face support content. To access GaVIEW, go to 
www.asurams.edu, click Students, click “online courses GaVIEW – Distance Learning” – If you cannot 
access the GaVIEW system, please contact asuonline@asurams.edu – but remember if you are a NEW 
STUDENT – YOUR ACCESS WILL NOT BE AVAILABLE UNTIL 12:01 A.M. August 19, 2019.   When 
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sending the email you MUST include your complete name, student ID number, and good contact information 
for priority service. Once you have successfully logged in complete the Orientation Completion Quiz (if 
you have not done so previously). 

 
3.       Still having issues accessing GaVIEW? Email asuonline@asurams.edu from your Office 365 email.  If you 

cannot access your Office 365 email, please email helpdesk@asurams.edu or call 229-500-4357, remember 
in the email to include your complete name, student ID number, and good contact information.  

 
4.       Don’t forget, as an online student you have access to student support services such as the online writing 

center, online math center, Smarthinking tutoring services and more – check out the Distance Learning 
website for more information and to find the contact information for your Distance Learning Support 
Specialist.  

 
See you Online! 
 
The ASU Distance Learning Team 
asuonline@asurams.edu or 229-500-2907 or 
https://www.asurams.edu/Academics/asuonline/ 
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ALBANY STATE UNIVERSITY
 2019 - 2020 Student Fee Schedule
Effective Fall Semester 2019

Program Charges 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Access Program     - Tuition Per Credit Hour 95.00                     190.00                     285.00                   380.00      475.00      570.00      665.00      760.00      855.00      950.00      1,045.00   1,140.00   1,235.00   1,330.00   1,425.00   

Bachelor Program   - Tuition Per Credit Hour 169.33                   338.66                     507.99                   677.32      846.65      1,015.98   1,185.31   1,354.64   1,523.97   1,693.30   1,862.63   2,031.96   2,201.29   2,370.62   2,540.00   
Graduate Program  - Tuition Per Credit Hour 191.00                   382.00                     573.00                   764.00      955.00      1,146.00   1,337.00   1,528.00   1,719.00   1,910.00   2,101.00   2,287.00   2,287.00   2,287.00   2,287.00   

Access Card Fee 10.00                     10.00                       10.00                     10.00        10.00        10.00        10.00        10.00        10.00        10.00        10.00        10.00        10.00        10.00        10.00        

Activity Fee 85.00                     85.00                       85.00                     85.00        85.00        85.00        85.00        85.00        85.00        85.00        85.00        85.00        85.00        85.00        85.00        

Athletic Fee 170.00                   170.00                     170.00                   170.00      170.00      170.00      170.00      170.00      170.00      170.00      170.00      170.00      170.00      170.00      170.00      

Health Fee 50.00                     50.00                       50.00                     50.00        50.00        50.00        50.00        50.00        50.00        50.00        50.00        50.00        50.00        50.00        50.00        

Special Institutional Fee 225.00                   225.00                     225.00                   225.00      225.00      225.00      225.00      225.00      225.00      225.00      225.00      225.00      225.00      225.00      225.00      

Student Center Facility Fee 280.00                   280.00                     280.00                   280.00      280.00      280.00      280.00      280.00      280.00      280.00      280.00      280.00      280.00      280.00      280.00      

Technology Fee 65.00                     65.00                       65.00                     65.00        65.00        65.00        65.00        65.00        65.00        65.00        65.00        65.00        65.00        65.00        65.00        

Transportation Fee 50.00                     50.00                       50.00                     50.00        50.00        50.00        50.00        50.00        50.00        50.00        50.00        50.00        50.00        50.00        50.00        

Subtotal with Tuition  and Fees Only         - Access Program 1,030.00                1,125.00                  1,220.00                1,315.00   1,410.00   1,505.00   1,600.00   1,695.00   1,790.00   1,885.00   1,980.00   2,075.00   2,170.00   2,265.00   2,360.00   

Subtotal with Tuition  and Fees Only         - Bachelor Program 1,104.33                1,273.66                  1,442.99                1,612.32   1,781.65   1,950.98   2,120.31   2,289.64   2,458.97   2,628.30   2,797.63   2,966.96   3,136.29   3,305.62   3,475.00   
Subtotal with Tuition  and Fees Only         - Graduate Program 1,126.00                1,317.00                  1,508.00                1,699.00   1,890.00   2,081.00   2,272.00   2,463.00   2,654.00   2,845.00   3,036.00   3,222.00   3,222.00   3,222.00   3,222.00   

ASU Online - Tuition Fees Per Credit Hour  Institutional Fee Technology Fee

Access Program 105.00                   225.00                     65.00                     

Bachelor Program 177.00                   225.00                     65.00                     

Graduate Program 300.00                   225.00                     65.00                     

eCore 159.00                   225.00                     65.00                     
eMajor 199.00                   225.00                     65.00                     

Accommodation Types Room Laundry Total

East/North/South Halls  (Shared Room/Shared Bath- 2 Room Traditional) 1,970.00$              60.00$                     2,030.00$               

East/North/South Halls (Triple Occupancy- 2 Room Traditional Unit) 1,400.00$              60.00$                     1,460.00$               

Halls 1 & 2 (Private Room/Shared Bath-4 Bedroom Suite) 2,750.00$              60.00$                     2,810.00$               

Halls 3 & 4 (Private Room/Shared Bath-4 Bedroom Apartment) 3,070.00$              60.00$                     3,130.00$               

Hall 5 (Single Room (RA)) 3,267.00$              60.00$                     3,327.00$               

Hall 5 (Shared Room/Shared Bath-2 Bedroom Suite 2,675.00$              60.00$                     2,735.00$               

Hall 5 (Shared Room-Semi-Private-1 Bedroom Suite) 2,750.00$              60.00$                     2,810.00$               

Hall 6 (Single Room (RA)) 3,267.00$              60.00$                     3,327.00$               

Hall 6 (Private Room/Shared Bath-2 Bedroom Suite) 2,850.00$              60.00$                     2,910.00$               

Commons (Private Room/Private Bath-2 Bedroom Suite) 3,070.00$              60.00$                     3,130.00$               

Commons (Shared Room/Shared Bath-2 Bedroom Apartment) 2,750.00$              60.00$                     2,810.00$               

Commons (Private Unit) 3,650.00$              60.00$                     3,710.00$               

Village South  (Private Room/Private Bath-2 Bedroom Suite) 3,267.00$              60.00$                     3,327.00$               
Village South  (Private Unit) 3,650.00$              60.00$                     3,710.00$               

Food Services Board Plan

Rams Platinum - Unlimited Access 1,930.00                

Rams Gold -     19 meals weekly 1,755.00                

Rams Silver -    14 meals weekly 1,645.00                

Rams Bronze - 10 meals weekly 1,380.00                

Block 110 - 100 swipes 1,260.00                

Block 190 - 190 swipes 1,525.00                

Block 25 - 25 swipes - Commuter Students, Faculty, and Staff 185.00                   

Block 50 - 50 swipes - Commuter Students, Faculty, and Staff 360.00                   

Block 75 - 75 swipes  - Commuter Students, Faculty, and Staff 525.00                   

Guest Plan - 10 swipes 77.00                     

 

Pay $150; receive $170 in Dining Dollars

Pay $200; receive $226 in Dining Dollars
Pay $250; receive $283 in Dining Dollars

*Must Choose Both a Board Plan and Dining Dollar Plan

*Meal Plans Rates are per semester. 

*Unused Dining Dollars greater than the incentive amount for each plan are refundable at end of semester/term.

150.00                                                      

250.00                                                      
200.00                                                      

                                                                                                                IN-STATE TUITION RATES                                                                                                             

 SEMESTER HOURS

 

Dining Dollars

kmcmurr2
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