‘s  Amalyze vour credit report annually.
This has always been good adwvice, but

it used to cost money, or vou had to first |

be rejected from receiving credit so
that you could get a free copy. Now
it is possible to get a free look at vour
Credit Eeport once per yvear. The big
three credit reporting agencies
{Equifax, Experian and TransUnion)
joined forces to provide free Credit

: Reports to consumers.

is  Protect vour Social Security number.

' Do not carry vour Social Secunty card

it your wallet with vour driver’s license |

and other identification. For one
thing, although they expect it to last
vour whole life, the Social Security

card is issued on very flimsy cardboard

that doesn’t hold up well to wear and
tear. Aside from that thousgh, knowing
vour full name, address, and full

Social Security number, or even the last

4 digits in many cases, can let a thief
assume your identity. You should
never use your Social Security
number as part of 2 Username or
Password.

‘Albany.Dougherty Emergency Contact
iPhune numhbers
i Any Emergency—911

: Albany State University Police Department:

1220.430-4711

! Albany Police Department:
i229-430-2100

‘Dougherty County Police
1229-430-6600

:Dougherty County Sherff” s Office:
i220.430-2166

i A'D Drug Unit:

1220-430-5150

PREVENT IDENTITY THEFT

LT T T LT TETEP R s

‘s For more information or assistance,:::

please contact Alharmy State University | |
Police Department at 2204304711

UNIVERSITY SYSTEM OF GEORGIA
ASU POLICE DEPARTMENT
504 College Drive, Albany, GA 31705
Phone (229) 430-4711  Fax (229) 430-273%

TIPSTOPREVENT IDENTITY

John Fields, Jr., Chief of Police :
.- Albamy State University Police Department :
229-430-3711 :



IDENTITY THEFT

‘How much information does someone really
‘need to know in order to impersonate you to a
531‘d—pm‘tj_-"f' Youw name? Dirth date? Address?
{Armed with easilv found information such as
Ethisz and maybe a couple other key pieces of in-
Efcrmation such as the High School you went to, |
ivowr dog's name, or your mother's maiden |
Enamez an individual might be able to access vour |
‘existing accounts or establish new loans or
icredit in your name. ;

ET'h'i\ inlormalion can be polled Fom youn |T?1H.]'I§
Ecan_ Waiters can swipe or simply write down |
iyour credit card number when you make a pur—é
iuh'a_'.c ala reslawanl. Theie e a veriely of laws
érelated to securing customer information. :

' This brozhure contains some tips you can follow
ito help secure and protect your personal identifi-
éﬁh]l‘. information and ensure that vour identity or |
your ciedil have nol been commpnomised. I

PROTECT YOURSELF AGAINST

IDENTIFY THEFT

‘e Watch for shoulder-surfers.
When entering a PIN number ora
credit card number in an ATM ma-
chine, at a phone booth_ or even on:
a computer at work. be aware of
who is nearby and make sure no-
body is peering over your shoul- :
der to make a note of the keys :
you’re pressing

Require photo ID verification.

Rather than signirg the backs of vour
credit cards, vou can write “See Photo
D~

I many cases, slere cletks don’L even
look at the signatwe block on the credit
card, and a thief could just as easily use
yvour credit card to malee online or tele-
phone purchases which don’t require
signature verification, hot for those rare
cases where they do actually verity the
signature, you may get some added se-
vwily Ly divecling thew o alsw make
sure yvou match the picture on the photo
ID.

Shred evervthing. One of the ways
that would-be ideatity thieves acquire
information is through “dumpster div-
ing”, aka trash-picking. If vou are
throwing out billsand credit card state-
ments, old credit card or ATM receipts,
medical statements, or even junk-mail
solicitations for ctedit cards and mort-
gages, vou may be leaving too much
information laving about. Buy a per-
sonal shredder and shred all papers
with PII on them before disposing of
them.

Destroy digital data. When vou sell,
trade. or otherwis= dispose of a com-
puler syslem, o1 abamd diive, o1 even a
recordable CD, DVD, or backup tape,
take extra steps to ensure the data is
completely, utterly, and irrevocably
destroyed. To delete the data or refor-
mat the hard drive is nowhere near
enough. Anvone with a little tech. skill
can delete files orrecover data from a

formatted drive. Use a product like
Shred®P to make sure that data

on hard drives is completely

destroyed. For CD, DVD, or tape

media, you should physically destrov it
by breaking or shattering it before
disposing of it. :
Be diligent ahont checking statements.
This actually has two benefits. First, if
you are diligent about checking vour
bank and credit statements each month.
you will be aware if one of them doesn’t !
arrive and that can alert vou that perhaps |
someone stole it from your mailbox or
while it was in transit. Second, vou can
ensure that the charpes. purchases. or
other entries on the statement are legiti-
mate and match up with vour records so
that you can quickly identify and

address any suspicious activity. ;—;
Pay your hills at the post office. Never :
leave your paidbills in your meilbox to
be fent out. A thief who raids your ;
mailbox would be able to acquire a slew !
of critical information in one envelope— |
your name, address, credit account num-
ber, vour bank information including the !
routing anumber and account number i
from the bottom of the check and a

copy of vour signature from vour check
for forgery purposes, just for starters. .
Limit the information on your checls. :
It may be convenient to have your driv-
ers license number or Social Security
number imprinted on your personal
checks to save some time when you

write one, but if it falls into the wrong
hands, it reveal: too much information.

mr



